NudopmanmoHHass MaMATKA U1 00y4aKOIUXCH
JJISL pa3MelleHus
Ha 0(pUIHATIBLHBIX HHTEPHET-pecypcax

C KaxJbIM roJIOM MOJIOJIE)KU B UHTEPHETE CTAHOBUTHCS OOJbIIIE, a IIKOJIbHUKH OJHU
U3 CaMbIX AaKTHUBHBIX II0Jb30Baresnel PyHera. Mexay TeM, IOMHMO OIPOMHOIO
KOJIMYECTBa BO3MOXKHOCTEW, MHTEPHET HECeT W MpoOJieMbl. DTa MamsATKa JOJKHA
IOMOYb TeOe 0€30I1aCHO HaXOAUThCSI B CETH.

KoMubOTEepHbIE BUPYCHI

KomnproTepHblii  BUpPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIBHOU OCOOCHHOCTHIO KOTOPOM SIBISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHIO. B
JOIIOJTHEHUE K 3TOMY, BUPYChl MOT'YT HOBPEAWUTH WM ITOJIHOCTHI) YHUUYTOXUTH BCE
daiinpl ¥ JaHHBIC, MOJKOHTPOJBHBIE IMOJIL30BATENI0, OT WUMEHH KOTOpPOro Oblia
3amyllleHa 3apa)K€HHash MporpaMMa, a TaKXKe MOBPEIUTh WM Jla)Ke€ YHUUYTOXHUTh
OTIEPAllMOHHYIO0 CHUCTEMY CO Bcemu ¢aiimamu B 1ejoM. B OONBIIMHCTBE CiydacB
pPacIpOCTPaHAIOTCS BUPYCHI 4YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX IMPOrPamMm:

1. Hcnonb3yidi COBPEMEHHBIE OINEPAIMOHHBIE CUCTEMBbI, MUMEIOIIUE CEPHE3HBIN
YPOBEHb 3AIIUTHI OT BPEJOHOCHBIX MTPOTPAMM;
2. [ToctossHHO  ycraHaBnuBal  mautu  (U@poOBBIE  3aIUIaTKH,  KOTOPHIE

ABTOMATHUYECKM YCTAaHABIMBAIOTCS C LENbI0 JOpaOOTKM MpOrpaMMbl) W JpyTrue
OOHOBJIEHUSI CBOEH OmepalMoHHON cucTeMbl. CkaurBai UX TOJBKO C O(PHUIIMAIBHOTO
caiita pazpadorunka OC. Ecnu cymiecTByer pexuM aBTOMATHYECKOTO OOHOBJICHHS,
BKJIFOUH €T0;

3. PabGotaii Ha cBoeM KOMIBIOTEpE TIOJ TMpaBaMH TOJb30BATENsA, a He
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnone3yi AHTUBUPYCHBIE [IPOrpaMMHBIE HPOAYKTHI U3BECTHBIX
MPOU3BOJIUTENEH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb (pU3NYECKU JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Hcnonb3yil BHEUIHUE HOCUTENW WH(OpMANUu, Takue Kak (ienika, AUCK WU
(aiian U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He otTkpbeiBaii koMIbIOTEpHBIE (aiiibl, TMOJYYEHHBIE U3 HEHAJACKHBIX

UCTOYHUKOB. J[axke Te (aiyibl, KOTOpBIE MPHUCTAT TBOM 3HAKOMBIN. Jlydille yTo4HU y
HEro, OTIPABIISJI JIU OH TeOe UX.



Ceru WI-FI

Wi-Fi - 370 He BUJ Tiepeaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIL OpeH, MapKa.
Eme B 1991 rony Hunepnanackas kommanus 3apeructpupoBaia opern "WECA", uto
o6o3nauano crnoBocouetanue "Wireless Fidelity", koTopelii mepeBOAMTCS Kak
"GecpoBOIHAS TOYHOCTH".

Jlo Hamero BpemeHHW jomia Apyras abOpeBuarypa, KOTOpas SBISICTCS TaKOH Ke
TexHosioruen. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHUEe ObLIO JaHO C HAMEKOM Ha
cTaHJapT Bbicuied 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBoje o3HauaeT "BbICOKas
TOYHOCTB'.

Ja, 6ecrutaTHBIN HHTEPHET-IOCTYM B Kade, OTSISIX B adpOINOpTax SBISICTCS OTIUIHOU
BO3MOXXHOCTBhIO BBIXOJIa B HMHTEpHET. HO MHOTHME OJKCHIEepThl CYHTAIOT, 4YTO
obmenoctynubie Wi-Fi cetu He SIBASIOTCS O€30MaCHBIMH.

CoBeTbl 0 0€30MaCHOCTH PA0OTHI B 001IeA0CTYNHBIX ceTax Wi-fi:

1. He nepenaBaii cBoto nuunyto uHpopMaiuio yepes obmenoctymnasie Wi-Fi cetu.
PaGoras B HMX, *enareiabHO HE BBOAUTH MApOdM JOCTYMNa, JIOTUHBI U KaKHe-TO
HOMeEpa;

2. Hcnone3yit 1 OOHOBISIE aHTHUBUPYCHBIE NporpamMmbel U OpanaMmayep. Tem
caMbIM Thl 00€30maculllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;
3. [Ipu ucnonb3zoBanun Wi-Fi otkmoun ¢pyHkuuto "OOmuid noctyn k ¢ainam u

npuHtepam". JlaHHas (QyHKIUS 3aKkpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATENIM aKTUBUPYIOT €€ JIJIsl y100CTBa UCIOJB30BaHUs B paboTe WK yueoe;

4. He ucnone3yii myonnunsii WI-FI mist nmepegauu JNUYHBIX JaHHBIX, HAIpUMED
JUISl BBIXOJ1a B COLMAIIBHBIE CETH WM B DJIEKTPOHHYIO TIOUTY;

5. Ncnonb3yii Tonbko 3amuiieHHoe coequnenue uepes HTTPS, a ne HTTP, T.e.
npu Habope Beb-aapeca BBoau uMeHHO "https://";

6. B MoOwibHOM Tenedone otkmroun  Qyskiuio "llogkmouenne k  Wi-Fi
aBToMarnuecku". He momyckail aBTOMaTH4ECKOTrO MOAKIIOUECHHS YCTPOMCTBA K CETSIM
Wi-Fi Ge3 TBoero cornacusi.

CommaanHbie ceTu

CoumasibHbIE CETH aKTUBHO BXOJAAT B HAIly KHW3Hb, MHOTHE JIFOAU PA0OTAIOT U KUBYT
TaM TIOCTOSHHO, a B Facebook yke 3apeructpupoBaH MUJUTHAPA YEJIOBEK, YTO
SIBIIIETCS OJHOM CeAbMOM BcCEX JKUTENEeH IUIaHeThl. MHOTHE II0/Jb30BaTElIM HE
MOHUMAIOT, 9TO WH(pOpMaIus, pa3MEIICHHAsS UMU B COIUATIBHBIX CETAX, MOXKET OBITh
HalJIcHa W KCMOJIb30BaHa KEM YrOJIHO, B TOM 4YHCJE€ He 00si3aTelbHO C Onarumu
HaMEPEHUSMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIHAJIBHBIX CETAX:
1. Orpanuyb cHHMCOK Jpy3eil. Y TeOs B Apy3bsAX HE JOJDKHO OBbITh CIy4YalHBIX U
HE3HAKOMBIX JIIO/IEH;



2. 3amuiai CBOIO YacTHYIO >KW3Hb. He ykasweiBail maposm, TenedoHbl, aapeca,
JaTy TBOETO POXACHUA U JIPYTYIO JIMYHYIO MHPOPMAIHUIO. 3MOYMBIIIJICHHUKHA MOTYT
UCTIOJB30BaTh Jake€ HH(POPMAIMI0 O TOM, KaK Thl U TBOU POJUTENH IUIaHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amuiiail CBOIO pemyTaluio - JEp>KU €€ B YUCTOTE U 3ajaBail cebe BOIpOC:
X0Ten ObI Thl, UYTOOBI APYTHE MOJB30BATENN BUAEIHU, UTO Thl 3arpyxaemib? [logymaii,
IPEXJIE YEM UTO-TO OMYOIMKOBATh, HATUCATh U 3arPY3UTh;

4. Ecau 1Bl TOBOpHIIB C JIFOABMHU, KOTOPBIX HE 3HAEllb, HE MCHOJB3YyHl CBOE
peanbHOE UM M JAPYTYI0 JIMYHYI0 WHGOpMAIMU: UMS, MECTO >KHTEIbCTBA, MECTO
y4eObl U poyee;

5. N36erait pasmemenust ¢ortorpaduii B MHTEpHeTe, rae Thl HM300pakeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO OIIPEACIIUTH TBOE MECTOIIOIOKEHHUE;

6. [Ipu peructpanuu B COIHAIBbHON CETHM HEOOXOAMMO HCIOJB30BaTh CIOXKHBIE
[apoJin, COCTOSIIINE U3 OYKB U IU(P U C KOJTMYECTBOM 3HAKOB HE MEHEe §;

7. JUIs couMaTbHOM CETH, MOYTHl M JPYTUX CaWTOB HEOOXOJUMO HCIIOJIb30BaTh
pasHble napoau. Toraa eciu Te€0s B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKH MMOIY4YaT AOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE TeHbI'N

DNEeKTPOHHBIE JEHBIH - 3TO OYEHb yIOOHBIA CIOCOO IUIATEKEN, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTSAT MOJTYYUTh STH JICHBIH.

DJNEeKTPOHHBIC ACHBTU MOSBUINCH COBCEM HEJABHO W MMEHHO H3-3a 3TOTO BO MHOTHX
rocyapcTBax J0 CUX MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YyHKIMOHMPYIOT MU O HUX YXKE IPOMHUCAHO B 3aKOHE, IZEe UX
pa3aeAoT Ha HECKOJIBKO BH/IOB - AHOHUMHbBIE U HE aHOHHMMHBbIE. PazHuna B ToM, 4TO
AHOHHMMHBIE - 3TO T€, B KOTOPbIX pa3peliaeTcsi MNPOBOJUTH olepanuu 0e3
UACHTU(UKAIIMK TI0JIb30BATENS, & B HEAHOHMMHBIX HICHTHU(PHUKAIUSA MOJIb30BaTENs
ABJISIETCS 0053aTEIHHOM.

Taxxe cnenyer pa3nuyarh 3JIEKTPOHHbIE (DUaTHBIEC IEHBIH (PaBHBI FOCYAAPCTBEHHBIM
BaJIOTaM) M DJIEKTPOHHbIE HepHUAaTHbIE JCHBIM (HE PAaBHBI TOCYAAPCTBEHHBIM
BAJIFOTaM).

OcHoOBHBIE COBETHI 10 0e30IacHOi padoTe ¢ JIEKTPOHHBIMHU IeHbI AMU:

1. [IpuBsku K cyety MOOWIIbHBIN TeneoH. DTO camblii yIOOHBIA M OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTyNn K cuery. llpuBsizaHHbIi TenedOH MOMOXKET, €clid
3a0ynenib CBOM IJIATEXXHBIM Maposib WM 3aiAellb Ha CaUT C HE3HAKOMOIo
YCTPOWCTBA;

2. HUcnonb3ylh onHopasoBble maposu. llocne mepexona Ha  yCHIICHHYIO
aBTOpHM3alMi0 TeOe yke He OyIeT YrpoxkaTbh ONAacHOCTh KpaXXu WIM IepexBara
IIJIATEKHOTO MapOJIs;

3. Bri6epu cinoxubiii naposs. [Ipectynaukam OyaeT He IPOCTO yraaaTh CIOXKHBIN
napoJib. Hagexxuple nmaposim - 370 Imapoiau, KOTOPbIE COIEpkKAT HE MEHee 8 3HAKOB U



BKJIFOYAIOT B C€Osl CTPOUYHBIE W MPOMUCHBIE OYKBBI, ITU(MPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK josuiapa, GyHTa, BOCKIUIATeIbHBINA 3HaK u T.11. Hammpumep, $tROng!;;
4. He BBOIM CBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEUIb.

JJIEKTPOHHAS MOYTA

3HeKTp0HHaH Imo4Ta - 3TO TCXHOJOI'WA U IIPCAOCTABILACMBIC CIO YCIIYI'H 110 IICPCCHIIKE
U TIOJIYYCHHWIO  OJEKTPOHHBIX  COOOIICHWH, KOTOpPBIE  pACIPECNsSIOTCS B
KOMITBIOTEpHOU ceTh. OOBIYHO AIICKTPOHHBIN TTOYTOBBIN SIIUK BBITIISIUAT CIASAYIOIMIAM
oOpazoM: WM _TOJNB30BATEISI(@UMS_JOMEHa. Taikke KpoMe TMepeaadyd MpPOCTOro
TEKCTa, UMEETCS BO3MOKHOCTh NIEpeiaBaTh (pailsibl.

OcHOBHBIE COBETHI 10 0e30MacCHOM padoTe ¢ 3JIeKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBMiIbHBIA MOYTOBBIM cepBUC. B MHTEpHETE €cThb OrpOMHBIN
BBIOOp O€eCIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYILIE JOBEPATh TEM, KOTO 3HACIIb
Y KTO TEPBbI B PEUTHHTIE;

2. He ykaszpiBaii B jau4yHOM mouTe nu4HYr uHbopmanuw. Hampumep, mydiie
BbIOpaTh "My3bIKanbHBIN _(hanat@" umum "pok2013" Bmecto "temal3";

3. Hcrnonb3yil ABYyX3TAIHYI0 aBTOPU3ALMIO. DTO KOTJAa IIOMHUMO I1apoJisl HYKHO
BBOJUTH KOJ, MPUChLIaeMbIi o SMS;

4. BriOepu cimosxHBIN 11apoiib. J{J1s KaXa0ro MoYTOBOro SIIHUKa JOJDKESH OBITh CBOM
HAJICKHBIN, YCTOWYMBBIA K B3JIOMY 1apOJIb;

3. Ecnn ectb BO3MOKHOCTH HAaMCaTh CaMOMY CBOW JIMYHBIA BOIPOC, UCIOJIB3YH
3Ty BO3MOYKHOCTB;

6. Hcenonp3yii HECKOIBKO MOYTOBBIX SAIIUKOB. [I€pBBIN 111 YaCTHOM MEPENNUCKU C

agpecaramMy, KOTOPbIM Thl JOBEpACIIb. JTO DJJIEKTPOHHBIM aJpec HE HaJo
WCIIO0JIb30BaTh MIPHU perucTpanuu Ha hopymax U canTax;

7. He otkpbiBaii (haiinel U Apyrue BIOKEHUS B MUChMAX, JIAXe €CIM OHU MPUIILITN
OT TBOUX Jipy3ei. JIyule yTouHu y HUX, OTHPABIISIIN JIM OHU TeOe 3TU (aiiibl;
8. [Tocne okoH4YaHMsT pabOTHI HA MMOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKIIAJIKH C

caiiToM He 3a0y/Ib HaKaTh Ha "BeritT".

KubepOy/uiMHI WM BUPTYaJbHOE U3/1€BATEJILCTBO
KubepOymummHr - mpecienoBaHue COOOIIEHUSIMH, COJICPXKAIUMU  OCKOPOJICHUS,
arpeccuro, 3alyruBaHUE; XYJWTAHCTBO; COIMAIbHOE OOWKOTHUPOBAaHWE C ITOMOIIBIO
Pa3IMYHbIX HHTCPHET-CEPBUCOB.

OcHoBHBIE COBeThI 10 00pbOe ¢ KHdepOyIJIMHIOM:

1. He 6pocaiics B 6o, JIyummuii cioco0: mocoBETOBATHCS Kak ceOsl BECTH U, €CIlU
HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHayaje yCIMOKOUThCS. Eciau Thl HauHelb
OTBEYATh OCKOPOJEHUSMHU Ha OCKOPOJICHMs, TO TOJIBKO eIle OOJIbIIe Pa30AKEITh
KOH(DJITUKT;

2. VYnpasnsii cBoelt kubeppernyTaiuei;



3. AHOHUMHOCTH B ceT MHUMas. CyIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHUMHBIM AKKAyYHTOM;

4. He crout BecTm XyJauraHckuid oO0pa3 BHUPTYyaJbHOM Ku3HHU. HHTEpHET
(¢ukcupyeT Bce TBOM JCHCTBUSA M COXpaHAeT HX. YJaIUTh HUX OyJeT KpaiiHe
3aTPyAHUTEIBHO;

3. Cobntosiaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii equHu4HbIN HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jqyuiie UrHopupoBath. OOBIYHO arpeccus NpeKpamiaeTcs Ha Ha4yajabHOUM CTa/lnu;

7. ban arpeccopa. B mporpaMmax oOMeHa MIHOBEHHBIMH COOOIICHHUSMH, B

COLIMAJIBHBIX CETAX €CTh BO3MOXXHOCTh OJOKHUPOBKH OTIPaBKU COOOIICHUH ¢
ONIPEAEIICHHBIX aJIPECOB;

8. Ecmu 11 cBuperens kuOepOyiumHra. TBOM AEWCTBUS: BBICTYNUTH TMPOTHB
IpecieioBaTens, M0Ka3aTb €My, 4YTO €ro JCWCTBHUS OLEHUBAIOTCS HEraTUBHO,
MOJJIEPKATh JKEPTBY, KOTOPOW HY)KHA IICUXOJOTUYECKAsl TIOMOIIb, COOOIIUTH
B3POCIBIM O (haKTE arpeCCHBHOTO TIOBEICHHUSI B CETH.

MoOunbHbIi Tej1edOoH

CoBpemennble cMapTQOHBI U IUIAHIIETHI COAepX aT B cebOe BIIOJHE B3POCIBIN
(yHKUMOHAN, W TEHNepb OHU MOIYT KOHKYpHUpPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OAHAKO, CPEACTB 3aIUTHI ISl MOAOOHBIX YCTPOMCTB MOKAa OYEHb
Masio. TecTUpOBaHUE U MOUCK YA3BUMOCTEN B HUX IPOUCXOAUT HE TaK MHTEHCUBHO,
kak juis [1K, To e camoe kacaeTcs U MOOUJTbHBIX TIPHIIOKESHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTUYECKU JIOTHAJIM HACTOJbHBIC
aHAJIOTH, OJTHAKO paciiupeHue GyHKIMOHaa BIeUeT 32 COO0U OOJIBIIYIO CIOXKHOCTh
MEHBIIYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOMU3BOIUTENHN BbIITYCKalOT OOHOBJICHUS, 3aKPhIBAIOIINE KPUTHUECKHE
YA3BUMOCTH JUIS1 CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /ISl 0€30MACHOCTH MOOMJILHOTO TeJiedoHa:

1. Huuero He sBisieTcst mo-HacTosmieMy OecruiaTHbIM. Bynb oCTOpoXeH, BeIb
Korja Tebe mpeasiaraloT OecruiaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO
IJIATHBIC YCIIYTH;

2. Hymaii, npexxae yem otnpaBuTbh SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HAEIIb, T
OHM OyAyT B KOHEYHOM UTOrE?

3. Heobxoa1mMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapT(hoHa;

4. Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbI 111 MOOMIJIBHBIX Telle(POHOB;

5. He 3arpyxaii mpuioXeHUsI OT HEU3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE NMPOrpaMMHOE 00ECIIeUEHUE;

6. [locne Toro kak ThI BBIMJCIIb C CaiiTa, e BBOAWI JIMYHYIO HHGOPMAIIHIO,
3aiiiu B HACTPOIKHU Opay3epa 1 ynainu cookies;

7. Ilepronnueckn mpoBepsAl, KAKWE IUIATHBIE YCIYTHM AKTUBUPOBAHbI HAa TBOEM

HOMEPE;



8. JlaBaii cBO HOMEP MOOMIBLHOTO Tesie(pOHA TONHKO JIFOISIM, KOTOPBIX ThI 3HACITH
Y KOMY JOBEpsCIIb;

9. Bluetooth nomken ObITh BBIKIIIOUEH, KOTAA Thl UM HE TOJb3yeibesa. He 3a0biBait
WHOT' 1A IPOBEPATH 3TO.

Online urpel

COBpeMCHHBIG OHHafIH—HFpBI - 9TO KpaCOYHBIC, 3axXBaTbIBAOIIMC PA3BJIICHCHUA,
00BEUHSIONINE COTHU THICAY YEJIOBEK MO BceMmy Mupy. Urpoku ucciieayroT AJaHHbIA
UM MU, OOIIAIOTCS IPYT C APYTOM, BHITIOJHSIOT 3aJlaHUsI, CPAXKAIOTCSI C MOHCTPAMH U
I[MOJIy4aroT OIIBbIT. 3a YAOBOJBCTBUC OHH IUIATAT: IIOKYIIAIOT AOUCK, OILIAYMUBAIOT
a0OHEMEHT UJIM IPUOOPETAIOT KaKME-TO OMIIMH.

Bce stmn CpeacCTBAa UAYT HA IOAACPKAHHUC MW PA3BUTHUC HUIPBI, a4 TAKXKC Ha CaMy
0€e30I1aCHOCTb: COBCPIICHCTBYIOTCA CHUCTCMbI aBTOPU3AllMM, BBIITYCKAIOTCA HOBBIC
natuu (HuQpoBbIE 3aIIaTKU IS IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTHU CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaiK1
TBOCTO IIapOJIsA, HA KOTOPOM OCHOBaHA CHUCTCMaA aBTOpU3allhuH OOJBIINHCTBA Hurp.

OcHoBHBIE COBETHI 10 0€30MACHOCTH TBOET0 HI'POBOI0 aKKayHTa.

1. Ecnu papyroit urpok BeaeTr ceOsl IIOXO WM CO3/aeT TeOe HENpPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
2. IToxanylics agMHUHUCTpaTOpaM HIPhl Ha IUIOXO€ IIOBEAEHHUE 3TOr0 MUIPOKA,

YKEJATEIbHO NPWIOKUTH KAKUE-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;

He yxa3biBaii nuuHyo nHpopMaiuio B mpodaiisie urpsr;

YBaxai Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuIiuanbHble MATYH U MO/IBI;

Hcnonb3yl CII0)KHBIE U pa3HbIE IAPOJIH;

Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIFOYATh aHTUBUPYC. [10Ka Tl Urpaemb, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

NowkWw

OUIINHT UJIH Kpaka JIMYHbIX JAaHHbIX

OObIYHON Kpaked JIeHer U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIWBHIIb, HO C
pPa3BUTHEM HMHTEPHET-TEXHOJIOTMNA 3JI0yMBIIUIEHHUKNA MEPEMECTHIINCH B UHTEPHET, U
MPOJIOKAIOT 3aHUMATHCS " TIOOMMBIM" 1€JIOM.

Tak nosiBUJIaCh HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUILIMHT, TJIaBHAS LIEJb
KOTOPOTO COCTOMT B TOJYYEHHHM KOH(UIECHUMAIbHBIX JaHHBIX I0JIb30BaTeNIeH -
JoruHOB W maponeil. Ha anrnmiickom si3bike phishing uutaercss kak ¢QumuHr (ot
fishing - peiOHast noBs, password - maposb).

OcHoBHbIE cOBeTHI 10 00pbLOe ¢ GUIIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOsSI aHKeTa ObLia
B3JIOMaHa, TO HEOO0XOAUMO 3a0JIOKMpPOBaTh €€ W COOOIIUTh aJIMHHHCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEe;



2. Hcnons3yit Oe3omacHple BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHOB U
MTOVICKOBBIX CHCTEM;

3. Hcnonb3yil cinoxHble U pazHble napoiau. Takum o0pa3om, eciii Te0s B3JIOMAlOT,
TO 3JI0YMBIIUIEHHUKHU MOJy4aT JOCTYH TOJBKO K OJHOMY TBOEMY MpOQUIIO B CETH, a
HE KO BCEM;

4. Ecnu Tebs B3noManu, To HEOOXOAUMO MPEAYNPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJIEHBI y T€Os B IPYy3biX, O TOM, UTO T€Os B3JIOMalIM M, BOBMOXKHO, OT
TBOET0 UMEHHU OYyJIeT PacChlIaThCs CIIaM M CChUIKHM Ha (PUIIIMHTOBBIC CAMTHI;

5. YcranoBu HaaexHbIN mapoib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTkJTr0uM coXpaHeHue napoJsi B Opaysepe;
7. He otkpsiBaii (haiinel U Apyrue BIOKEHUS B MUCHMAX, JIAXKe €CIW OHU MPUIILTN

OT TBOUX Jipy3ei. JIyurie yTouHu y HUX, OTHPABIISIIN JIH OHU TeOe 3TU (aitibl.

Ln¢gposas penyrauus

Hudposas penyraius - 3T0 HEraTUBHAS WM MO3UTUBHAS MHGOpPMAIIHS B CETU O TeOe.
Komnpomerupytromas nndopmaiiys, pa3MenieHHas B UHTEPHETE, MOXKET CEPbE3HBIM
o0pa3oM OTpa3uThCs Ha TBOEH peanbHOM *ku3HH. "[ludpoBas pemyranus" - 3T0 TBOU
UMUK, KOTOPBIN (hopmupyercs u3 uHpopManuu o Tebe B MUHTEpHETE.

TBoe MecTo KHUTENbCTBa, y4ueObl, TBOE (PUHAHCOBOE TIOJIOKEHHE, OCOOCHHOCTU
XapaKTepa U PaccKasbl 0 OJU3KUX - BCE ITO HAKATUIMBAETCS B CETH.

MHorue noApoCTKH JErKOMBICIEHHO OTHOCSTCS K MyOJIMKAIMKU JTUYHON UH(pOpMAIUU
B lHTepHeTe, HE MNOHMMAas BO3MOXHBIX NOCIEACTBUH. ThI Jaxe€ HE CMOXEIIb
Joraiatbcsi 0 TOM, 4TO (ororpadus, pasMenieHHass 5 JeT Hazaj, cTajda MPUYUHOUN
OTKa3a MPUHSATH TeOs Ha padoTy.

KomMeHTapuu, pasMmemieHne TBoux Qororpaduii W Japyrue JOeHCTBHS MOTYT HE
MCYE3HYTh JIaXKe MOCJIE TOTr0, KaK Thl UX YJadullb. Thl HE 3HACIIb, KTO COXPAHUII ITY
uH(popMaIMio, monaja Jd OHAa B IMOUCKOBBIE CHUCTEMbl M COXPAaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOIyMAaloT O TeOe OKPY’KAIOIIHE JIFOAM, KOTOPhIE HAMIYT U YBUIST 3TO.
Haiitu wuHdopmainuio MHOro JeT CHOyCTs CMOXET 000 - Kak W3 J00pbIX
o0y ICHH, TaK U C HAMEPEHUEM MTPUYUHHUTH BPEl. ITO MOXKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 10 3aHUTe HUPPOBOH penyTALUN:

1. [Toxymaii, mpexe ueM 4To-To MyOJuKOBaTh W MepeaaBarh y cedsi B Ojore win
B COLIMAJIbHOM CETH,

2. B nacTpolikax npouis yCTaHOBU OIpaHUYEHUs HA MPOCMOTP TBOEro NMpoduis
Y €0 COAEPKUMOTr0, CAENal ero TONbKO "ist apy3ei”;

3. He pasmemaii u He yka3piBalli uH(OpMaIHMIO, KOTOpash MOXET KOro-JIndo
OCKOPOJISITH UJIH OOMXKATh.

ABTOpPCKOE NpaBo



CoBpeMEHHbIE IIKOJIBHUKH - aKTHBHBIE IOJb30BaTeNU LHU(PPOBOTO MPOCTPAHCTBA.
OnHako Jajleko HE BCE 3HAKOT, 4YTO II0JIb30BAHME MHOTMMHM BO3MOXXHOCTSMHM
¢ poBoro Mupa TpedyeT coOTI0ACHHS MPaB Ha MHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.
TepmuH "MHTEINIEKTyanbHasi COOCTBEHHOCThH" OTHOCHUTCS K Pa3jIMYHBIM TBOPEHUAM
YeJIOBEYECKOr0 yMa, HayMHas C HOBBIX HM300pETEHHMH U 3HAKOB, O0O3HAYAIOLIUX
COOCTBEHHOCTh Ha MPOAYKTBl M YCIYI'M, M 3aKaHuUMBas KHUTaMH, (oTorpapusiMu,
KMHODHUIbEMaMH U MY3bIKAJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO TMpaBa HAa HHTEIUIEKTYyaJIbHYl0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAyKH, JIMTEPATypbl U HMCKYyCCTBAa. ABTOPCKHE IIpaBa BBICTYIAIOT B
KayeCcTBE rapaHTUU TOTO, YTO MHTEJUIEKTYaJIbHBINA/TBOPUECKUN TPy aBTOpa HE OyAeT
HalpacHbIM, JacT €My CIpaBeIJIMBblE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTax
CBOETO TpyJa, NOJYyYUTh U3BECTHOCTh U Npu3HaHue. HukTo 6e3 pazpemieHus aBropa
HE MOXET BOCIPOU3BOJIUTh €ro MPOU3BEACHUE, PaCHpPOCTPAHATh, MMyOIUYHO
J€MOHCTPUPOBaTh, MpOJaBaTh, WMIOPTUPOBATH, IyCKaTb B NPOKAT, MyOIHMYHO
UCTIOJHSTH, MOKA3bIBATh/UCIIONHATE B 2QHpe WK pazmeniat B UnTepHere.
Hcnonb3zoBanne "muparckoro" MNporpaMMHOrO OOECIEYEHUsT MOXKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEPHU AAHHBIX K TBOMM aKKayHTaM [0 OJOKHMPOBKH TBOETO
YCTpPOMCTBA, IJie yCTaHOBJIEHA HelerainpHas nporpamMMa. He crouT Takxke 3a0bIBath,
YTO CYIIECTBYIOT JIETaJIbHbIE UM O€CIUIaTHbIE MPOrPaMMBbl, KOTOPhIE MOXHO HAWTHU B
CETH.



